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Introduction
•

Software is omnipresent in daily life

•

Consumers have a need to trust software and software developers

•

Trust is frequently violated
•

•

Consumers often lose faith in products and the companies behind them

•

Trust is even more vital in mission-critical systems
•

2

Eg: Facebook-Cambridge Analytica Scandal (2018)

Eg: Autonomous vehicles, medical systems

•

AI advances lead to ethical dilemmas, often with no morally clear solution

•

Lack of clarity extends to the boundaries of legal responsibility

•

Socially Responsible Software

Corporate Social Responsibility
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•

CSR promotes loyalty, repeat business, and purchase
intention

•

Adoption of CSR helps build trust, and it is critical to a
firm’s success

•

CSR leads to improved stakeholder engagement, and
increases in mutual trust and cooperation

•

Perceived social responsibility of a company increases
stakeholder trust

•

Charitable giving helps reputation and trust

•

Corporate Dynamic Transparency (CDT) fosters more trust
than static transparency

Prior Work
•

Cysneiros and Leite (2020) “Non-Functional Requirements Orienting the
Development of Socially Responsible Software”
•

Corporate Social Responsibility (CSR) plays a role in creating trust
between customers and businesses
•
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CSR: Business model that guides a company’s commitment to
manage social, environmental, and economic effects of its
operations to be responsible and in-line with public expectations

•

Adapt CSR to guide the development of trustworthy software and
socially responsible software

•

Initial Softgoal Interdependency Graph (SIG)

Research Approach
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•

Problem: How do we encode the social perspective of knowledge and
Trust?

•

Goal: How can we provide a body of knowledge to facilitate the
understanding and delivery of trustworthy software
•

Social factors that affect Trust is relatively well studied

•

Sample from business domain’s knowledge of CSR to understand the
factors that influence trustworthiness, while focusing on the NFRs of
Transparency and Ethics

•

Grounded Theory, a social science elicitation method

•

Non-Functional Requirements Framework

•

Translation to NFR perspective from Grounded Theory -> SIG
Catalogue

Methodology – Grounded Theory
•

Systematic methodology applied to qualitative research

•

Grounded analysis valuable to SE and RE (social phenomena) - Dupree, Lank, and
Berry (2017)

•

Applied inductive reasoning as opposed to a falsifiable hypothesis model
•

•

Ie: Data -> Hypotheses vs. Hypotheses -> Data

Comprised of stages of data review, stages of data coding, grouping of codes into
concepts/categories

Coding process of Straussian Grounded Theory
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Methodology – Literature Review
•
•
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Wolfswinkel (2013) approach to grounded theory as a literature review method
Keyword search
• (“trust” OR “trustworthiness” OR “transparency” OR “ethics” OR “ethical”) AND
(“design” OR “software” OR “information technology” OR “legal” OR “legality” OR
“regulation” OR “corporate social responsibility” OR “corporate social performance”)

•

Inclusion: Peer-reviewed, written in English (36/103)

•

Exclusion: Duplicate results, outside scope

•

Scope: within scope if the content discussed relationships or phenomenon pertaining
to Trust and Transparency, Trust and Ethics, or Trust, Transparency and Ethics
together.

•

Significant literature from the business domain, social sciences

Methodology – Open Coding
•

Open Coding
•

Analysis and identification of salient concepts

•

Concepts added, merged, or separated based on evaluation cycles

•

Gives rise to salient categories -> refined into subgoals for NFR
catalogue
Category A
x

Article 1
Article 2

Trust

Category B
x
x

Ethics

Category C
x

Transparency in Operations

CSR

Open Coding Matrix Meta-Model

Bews 2002

x

Bussone 2015

x

Pivato 2007

x

x

Open Coding Matrix Example
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x

x

Methodology – Axial/Selective Coding
•

Axial Coding
•

Relating categories to other categories for causal conditions, phenomena,
strategies, context, relationships
•

•
•

Operationalizations or softgoals

Making connections between concepts

Selective Coding
•

Integrate concepts from open coding and axial coding with central goal (Trust)

•

Contribution type (+/-) and level of severity (break, hurt, help, make)

Operationalization
or Subgoal

Relationship

Direction

Severit
y

Target
Operationalization
or Subgoal

Source

Operationalization
or Subgoal

Contribution
Type

Severity

Target

Source
Bews 2002

Operationalization 1

Correlation

Positive

Low

Operationalization 2

Source A

Transparency in
Operations

Positive

Help

Bussone
2015

Transpare
ncy

[sources
truncated]

Axial/Selective Coding Matrix Meta-Model

Bews 2002
Openness

Positive

Help

Ethical
Principles

Schoorman
2007
Bews 2002
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Integrity

Positive

Help

Ethical
Principles

Overreliance

Negative

Hurt

Trust

Schoorman
2007

Axial/Selective Coding Matrix Example

Bussone
2015

Methodology – Matrix to SIG Translation
•
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Mapping:
•

Categories elicited from Open Coding map directly to Primary
Softgoals

•

Concepts from axial coding map to operationalizations or softgoals
•

Depending on context within the literature

•

Course of actions map to operationalizations

•

Otherwise, map to softgoal

•

Connections between concepts elicited from either axial or selective
coding map to relationships between elements

•

Full Matrices and SIGs: https://zenodo.org/record/5076626

Results: High-Level Catalogue
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High-Level Catalogue
•

Shows elicited categories/subgoals and their overall impact on Trust

•

8 Salient Categories:

•
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•

Corporate Social Responsibility

•

Reputation

•

Internal Trust

•

Ethically Motivated Practices

•

Ethically Motivated Guidelines and Regulation

•

Ethical Design

•

Transparency in Operations

•

Transparency in Design

Traceability Links (Letters)

Corporate Social Responsibility
Detailed Catalogue
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Reputation Detailed Catalogue
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Reputation
•
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Comprised of history, consistency, errors/failures
•

Positive history of interactions with society and/or stakeholders
helps trust

•

The history of a company directly affects its reputation

•

Consistency directly affects reputation

•

Stability over time is key, a history of lies counteracts occasional
acts of transparency

•

A history of untrustworthiness, unethicalness, lies, manipulation
severely harms (possibly break) trust.

•

Trust repair is heavily dependent on persuasiveness and integrity

•

Errors, malfunctions, bugs, in software:
•

Transparency in software helps determine responsibilities and
liabilities, civil/criminal implications, legal duties

•

For mission-critical systems, minimizing errors is vital and is an
ethical responsibility

Internal Trust
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Internal Trust
•

External trust: trust between a company/organization and its
stakeholders (mainly referring to consumers)
•

•

External trust is the primary goal

Internal trust: trust between a company/organization and its
employees and internal members
•

Internal trust is a subgoal that can affect external trust

•

Works through natural social interaction

•

Trust training, managerial competency, ethical behaviour, open
internal communication, ethical facilitators (openness, integrity,
benevolence, history) foster internal trust.

•

Excessive openness resulting in breach of confidentiality or
personal life erodes trust

•

Company downsizing, broken commitments erode trust
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Ethics
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Ethics
•

•

•

Ethics helps trust
•

The state of being ethically sound

•

Reasonable ethical principles

Communication is a restriction on ethical principles
•

Ethical principles should be clearly communicated and
acted upon

•

The communication itself is vital

Ethical facilitators of trustworthiness:
•
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Benevolence, integrity (consistency, reliability,
fairness), competency, openness, concern, loyalty.

Transparency
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Transparency
•

General case: Transparency helps Trust

•

Transparency takes many forms

•

Different forms of transparency under different conditions have varying effects

•

Transparency is unlikely to produce lasting trust without certain protections
•

•

Information sharing, ie: making organizational information transparent helps trustworthiness

•

Procedural transparency
•

•

•

Promotions, bonuses, disciplinary actions

Transparent production
•
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Corporations must exhibit themselves to care about stakeholders’ rights

Creation or acquisition of products/services

Trust transference (transitivity)
•

A central mechanism of trust creation or repair

•

Ie: Government

Transparency
•

False Transparency:
•

Transparency as a trust repair mechanism requires honesty, comprehensiveness, and
balance
•

•

•

Assumptions
•

If assumptions about information are being made, especially false assumptions, then
transparency loses its inherent value

•

Exacerbates the issue of false transparency

Sincerity of transparency
•
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Positive information without disclosing negative information is inherently
untrustworthy

Transparency does not foster trust if it is not genuine

Transparency
•

Help:
•

Safety-critical systems enjoy inherent trust*
•

•

•

Clear or full explanations of the inner workings of
technology

•

System confidence levels in itself -> stakeholder
confidence

•

Open-source AND audited OR at least federally
audited

Hurt:
•

Overreliance/Misplaced trust has drastic
consequences
•
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May or may not be unfounded

If it is revealed that the trust consumers’
place is undeserving then trust is
catastrophically lost

Threats to Validity
•

•
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Construct Validity:
•

Inseparably linked to researchers

•

Possible Bias

•

Grounded theory helps alleviate possible bias

•

Inherent to qualitative research

External Validity:
•

Generalizability?

•

Lack of existing literature on software related Trust

•

Literature primarily from business and social science, does it extend to
software?

•

Assuming that trust in companies and trust in products are intertwined and
correlated

Experimental Validation
•

Evaluate usefulness of the trust catalogue.

•

Between-subjects design.

•

Sampling: Undergraduate students from a single class.

•

One experimental variable: Informational resources available to the participants. In
this case access to the Trust Catalogue.

•

Dependent variable: elicited NFRs (softgoals) and operationalizations.
•

H0: There is no difference between having and not having the Trust Catalogue as a resource for Software

Design tasks regarding the identification of softgoals and operationalizations.
•

H1 : There is a difference between having and not having the Trust Catalogue as a resource for Software

Design tasks regarding the identification of softgoals and operationalizations.

•
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Given a software design scenario (hypothetical), participants are asked to elicit
NFRs and operationalizations in the form of requirements statements.

TOTAL:

Recall: |TP|/(|TP|+|FN|)

Precision: |TP|/(|FP|+|TP|)

F Measure: 2 x ((P X R)/(P+R))
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20

0.714285714

1

0.833333333

Conclusion
•
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First approach to bringing societal concepts such as transparency and ethics into RE
•

Initial NFR catalogue into the effects of Transparency and Ethics on Trust

•

Provide possible solutions in a single consolidated knowledge base for
Requirements Engineers to utilize

•

Ethics -> Helps trust

•

Transparency -> Helps trust… generally, but with some restrictions and under
certain circumstances

•

Future Work:
•

Trust Transitivity and Transparency Transitivity

•

Pros and cons of ethical dilemmas with no morally clear solution
•

How different courses of action affect trust

•

Challenge: no current legislation or case law to support one side or
another

Thank you !!
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